PEKOMEHJALIU
0 mMpaBUJIax 0€e30MMaCHOI0 MCNOJIL30BAHNSA KOMIIbIOTCPHBIX
TCXHOJIOFHﬁ, PaCY€THBIX 63HKOBCKI/IX KapT, CONHAJbHBIX CeTen.

Pa3paboTaHHbIe ¢ LEIBIO TPECEUCHUS TPECTYIIIEHUH, COBEPLIAEMBIX C
UCITI0JIb30BaHUEM MH(DOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIX TEXHOJOTHIA Ha
TeppUTOpHH I'. Ypass XaHTbl-MaHCUICKOTrO aBTOHOMHOTO OKpyra - FOrpsl, a
Takke 1151 GOPMUPOBAHUS Y HACETICHUS KYJIbTYpbl 0€3011aCHOTO
UCIIOJIb30BaHUSI KOMIIBIOTEPHBIX TEXHOJIOTHH, PACUETHBIX OAHKOBCKUX KapT,
COIMANIbHBIX ceTei, pazpadoranubie OMB/I Poccuu o r. Ypato.
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PEKOMEH/IALIUU
0 nMpaBuJIax 60301’[30HOF0 HCIIO0JIb30BaAHUSI KOMIIBIOTEPHbLIX TGXHOJIOFPIi’i,
pacquHbIX 6aHKOBCKI/IX KapT, COIIMAJIbHBIX ceTeii

Ha Tepputopun Xanrtbl-MaHcuiickoro aBTOHOMHOro okpyra HOrpel, B TOM uucie Ha
TEPpUTOpUU T. Ypalh OoTMedaeTcs POCT COBEPIICHUS MOIIEHHUYECKUX AEHCTBUI B OTHOIICHUU
rpakJIaH Mo BUIOM OKa3aHUs Pa3InYHBIX YCIYT, B TOM 4YHciie B OaHKOBCKO cdepe, oCpeacTBOM
MOOUIIbHOMU CBsi3M U ceTu «MHTepHeT». 3adacTyio MOTepHeBlIre OT MPECTYMHBIX MOCATATEeIbCTB
rpaxiaHe He OCBEIOMJIEHbI O BHOBbB MOSIBJISIOLIMXCS BUAAX U CIIOCOOAX MOLIEHHUYECTB, BBU/LY YETro
He COCOOHBI B MOJIHON Mepe 00€30MacuTh ce0sl OT TAKOBBIX MOCATATENbCTB.

C uenblo npeaynpexaeHus IPeCTYNHbIX MOCAraTeIbCTB B OTHOLUEHUH TpaXk/laH, PACCMOTPUM
UMeEIOLIecs BUIbI, CTOCOOBI MOIIIECHHUYECKUX ACHCTBUIMA, a TaK)Ke CIIOCOOBI N30€)KaTh CTOJIKHOBEHUS
C MOLICHHUKOM.

MouieHHHYECTBA, COBepUIAeMble € HCN0JIb30BAHHEM MOOHIbLHOIO TejdedoHa (3BOHKH):

1. 3BOHOK OT COTPYIHUKA 0aHKA (COTPYIHUKA CJIYKObI
0e300acHOCTH 0aHKa, GUHAHCOBOrO NOMOIIHHUKA):
COTPYJIHUKHU (PMHAHCOBO-KPEAUTHBIX OpraHu3aIuit
HE OCYIIECTBJIAIOT 3BOHKH cBOMM KJIMEHTaM, a TAaKKe
HE MHTEPECYIOTCA Ob UMEIOIIIUXCA Y HUX b 4 %
BAHKOBCKHUX KAPTAX, IEHEXHBIX CPEJICTBAX, HE -
TPEBYIOT HA3BBATH KAKHUE-JIMEO PEKBU3UTHI
BAHKOBCKOWM KAPTBI!

B ciyuae, ecaim Bam noctynuin 3B0HOK OT HEU3BECTHOIO JIMLIA,
KoTopoe coodiaer Bam o ToM, uto B oTHOIeHnH Bac
COBEpIIIAIOTCS MOIIEHHUYECKHUE JIelicTBUS, Ha Bac odopmuu
KpeauTHoe o0s13aTenbeTBO 1 mHOe, HEMEJIJIEHHO
I[MPEKPATUTE PA3I'OBOP, He Hy»HO BECTH JUAJIOT C
HEM3BECTHBIM JIUIIOM, €CJIA Y Bac UMEIOTCSI COMHEHHS 110 TTOBOTY
COXpaHHOCTH Barmmx JeHeXHBIX CPEJCTB U UX O€30MacHOCTH,
oOpatutech B oT/ieJIeHne OaHka sMuTeHTa Barreit 6aHKkoBCcKOH
KapThl WU K€ OCYIIECTBUTE 3BOHOK Ha TOPSUYIO JIMHUIO
(aboHeHTCKUI HOMEp yKa3aH ¢ 00paTHO# cTOpoHbI Bameit
OaHKOBCKOI KapThl) IS MOJYUYSHUS TOAPOOHOM HHMOPMAIUH.
HE COOBIIAUTE PEKBU3UTHI CBOE/1 BAHKOCKOH
KAPTBI, KAKHE-JIMBO [TOCTVYITAIOIIIUE KO/I-ITAPOJIA,
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2. 3BOHOK _OT _ COTPYAHHKOB _ MOJHWIHH, _MPOKYPATYPHIL,

CJEJCTBEHHOro KomuTera, MPIL: yka3zaHHble COTPYAHUKHU

HUKOI'TIA HE BYJIYT wuntepecoBatbcss Bammmu dunancamm,
‘ OaHkoBckMMHM  KapTamu. Takxke, corpyauuku HE [TPOCAT
- I[PAXJIAH  OKA3ATb  COJIEMCTBUE B  IIOUMKE
g MOINEHHWKOB wuim HeaoO0pOCOBECTHBIX COTPYAHUKOB OaHKa.
Ecim BaM mno3BoHWIM M COOOLIMJIM, 4YTO B OTHOLIEHUH Bac
COBEpUIAIOTCA MOIIEHHUYECKUE JEHCTBHs WM Bammmu JTUYHBIMU
JlaHHbIMU 3aBiajeno tperbe auno, HEMEJUIEHHO ITPEKPATUTE
PA3TOBOP U OBPATUTECH B TIOJIMIIUIO s yTOUHEHHs
JTAHHO# HHpOpPMAIUHL.
3. 3BOHOK OT HE3HAKOMBIX JIFOJIEH C HEU3BECTHBIX HOMEPOB, KOTOPbIE
coobuatoT Bam o Tom, yto Bam Onu3kuil yenoBek momnai B Oefy,
COBEpLUWJ MPECTYIUIEHUE, Ionajl B OOJIBHUIYY U €My CpPOYHO
Tpebyercs ¢punancosas nomoms. HE JIAUTE CEBS OBMAHY Th!
B naHHOl cHUTyalnuy OCYIIECTBUTE 3BOHOK CBOEMY OJIM3KOMY
YeJI0BEKY, O KOTOPOM, BO3MOXHO, LIJIa PeYb, yTOUHUTE UH(OPMALIUIO
0 TOM, B IOPSAKE JIU OH.

HaH6oneeuqaCTo MOIIHHUKU UCHTOJB3YIOT ABGOHEHTCKUE HOMEPA
HECBOUCTBEHHBIE perriony XMAO-IOrpsl, a UMEHHO: a0OHEHTCKHE HOMeEpa,
HaunHaromuecs Ha +7 495%%%*; 47 499%:**,




MoueHHHYeCTBa, COBepIlaeMble ¢ MCNO0Jb30BaHHEM ceTH «MHTepHEeT»

1. CoumnanpHble cetd. B ciyuae, eciu Bam 3HaKOMBI/ONM3KUI YETOBEK MOCPEICTBOM COOOIIECHHUS B
COLMAILHON ceTH NMpocuT Bac of0mKUTh eMy JIeHeXKHbIE cpe/icTBa (B JI0JIT), OCYLIECTBUTE 3BOHOK JIAHHOMY
YEJIOBEKY ITOCPEJICTBOM COTOBOM CBSI3WM M YTOYHHUTE, JIEHCTBUTEIHHO JIM UMEHHO Bamn 3HaKoOMBIi/0am3Kuit
yenoBek npocuT Bac o6 omomkenmn. B CJIYYAE. ECJIM VKA3AHHBIE JIEUCTBUS BAIII
3HAaKOMBI/Onm3kuii  denoBek He ocymectsisu, HEMEJUIEHHO TTPEKPATUTE JUAJIOIT C
MOINEHHWKOM U OCYIINECTBUTE BJIOKMPOKY KOHTAKTA 0T KOTOPOro MOCTYIHIO COOOIIEHHE C
npock00ii, Tak Kak BblIIeyKa3zaHHbIE JeiicTBua cBUaeTenbCTBYIOT 0 B3JIOME CTPAHMIIbI B conmanbHOi
cetu Bamero 3aakomoro/6mmu3koro yenoseka, ObA3ATEJIBHO YBEJIOMUTE yenoBeka, ubs cTpaHuiia Oblia
B3JIOMaHa.

HE PA3SMEIIAMWTE JIMYHBIE JAHHBIE HA CTPAHHUIIAX COILIMAJIbHBIX CETEMH, KOTOPBIMU MOTYT
Bocnojab3oBaTtbecss MOIIIEHHHUKI!

Ilpu mnpocmotpe coumanbubix cereii HE ITEPEXOJIMTE 110 BCIUIBIBAIOINMM CCBUIKAM,
PEKJIAMHBIM ObbBABJIEHWAM, nannbie ccbuiki Hanpasst Bac na MOIIEHHWYECKHWW CAWT
JABOMHUK/ UHTEPHET-MAT'ASUH/CAUT., COAEPXAIINMN B CEBE BUPYCHBIE YI'PO3bL.

IIpn ocymiecTBieHNM 3aka3a B HWHTEpHET-MarasuHe (CTpaHMIa COLMAIBHON CeTH, BiaJielell KOTOpoii
ocymecTBisieT mpojaxy ToBapoB), YBEJIMTECH, UTO BIJIAJIEJIBIIEM JTAHHOM CTPAHMIIbI
SIBJISIETCS1 HE MOILIEHHMK! B ciyuae, eciu y untepreT-mMarasuaa OTCYTCTBYET FOPUJIMYECKUIA
AJIPEC, OTCYTCTBYET HMH®OPMAIIMA O BJIAJAEJIBIIE JAHHOI'O MHTEPHET-MAI'A3SWMHA
(mpomaBue), a tawke ecam JJISI COBEPIIIEHWSA 3AKA3A HEOBXOJ/JMMO BHECTHU IIOJIHYIO
OIJIATY 3A TOBAP — 3T0 CBUAETENBLCTBYET O TOM, UTO BJIaJeJel] JaHHON CTpaHUIbl UHTEPHET-Mara3uHa
Bo3mokHo MOIITEHHUK!

2. UntepHuer caiitel. HE OCYIIIECTBJISIMTE 3AKA3 TOBAPOB
HA CAUTAX. KOTOPBIMU PAHEE BbI HE I1OJIb30BAJIMCh.
B cayuae, ecnm BcE-Takum BO3HHMKIA JaHHAS HEOOXOIMMOCTD,
MPOYTHUTE OT3BIBHI O JJAHHOM CaiiTe.

IIpu ocyllilecTBIEHMHM TOKYIIOK Ha caiiTe, KOTOpblii paHee Bui
ucrnioigp3oBaii, OBPATUTE BHUMAHUWE HA AJPECHVYIO
CTPOKY CAWTA (https:/***), B ciyuae, eciu B AJIPECE
CAUTA TIPUCYTCTBYIOT JIMIIHUE CUMBOJIbL,  5T0
CBUJIETENBCTBYET O TOM, YTO JTIAHHBIA CAWUT SIBJISIETCS
JIBOMHUKOM OpHriHajbHOTO CaiiTa, Ha KOTOPOM paHEe BbI
OCYIIECTBIISUIA TIOKYITKH.

[Ipumep:

https://www.tutu.ru/ (O®PUITUAJIBHBIN CAUT);
https://www.tu-tul.com (CAWT JIBOMHUK - MOLIEHHHUK).

3. UnTtepHeT niatgopmbl AJisi NPOAAKH/NIOKYIIKYH TOBapoB. B ciyuae, ecinu Bbl oCylIeCTBISIETE TOKYIIKY
ToBapoB mocpejcTBoM HHTepHET miardhopm «ABUTO». «tOJIA» u unsix, HE IIEPEBOJIUTE ABAHC
IMPOJIABILY B cuer omiarel ToBapa. B CIIYUAE., ECJIM TIPOJABEIl BAC TOPOIIUT C
[MOKVIIKOW/OCVIECTBJIEHUEM IIJIATEXA, 5T0 MOXET CBUJICTEIILCTBOBATE O TOM, UTO JaHHBIHI
nponaseny — MOIIEHHWK! HE TIPEXOJUTE 110 CCBUIKAM. KOTOPBIE HAIIPABJIAET BAM
ITPOJIABEILL o BUOM CCBIIKU Ha MEPEXO0]T JJIsl OILIaThl TOCPEACTBOM CEpBUCA OBICTPBIX IIATEIKEH.

B cityuae, eciiu Bol ocy1ectpisiere mpoJjaxKy ToBapa nmocpeactBoM uHTepHeT miathopm «ABUTO»., «FOJIA»
u unbix, HE COOBIIIAMTE TTOKVIIATEJIIO BAHKOBCKHWE PEKBU3UTHI CBOEM BAHKOBCKOW
KAPTHI nns omnatel ToBapa. HE TIPEXOJIUTE I[1O CCBHUIKAM, KOTOPBIE HAIIPABJIAAET BAM
HOKVYITATEJIb moja BUJOM CCBUIKU Ha MEPEXO/T /IS OIUIAThI TOCPEACTBOM cepBUca OBICTPHIX IIaTekKel.

4. Meccenmkepbl. B cinydae, ecim Bam [OCTVYIIMJIIO CMC-YBEJAOMIJIEHUE B kakoM-iu0o
MECCEH/DKEPE OT HEM3BECTHOI'O OTIIPABUTEJIA, conepaxatee B cede kakyro-n1100 CCbUIKY. HE
HEPEXOJIMTE 110 YKA3AHHOM CCBHUIKE, BBHIy TOTO, 4TO OHA MOXET COJAEP)KATh BUPYCHBIE YIPO3BI
(Bupychl-Momennnky). HE PEATMPYUTE wa mocTymaromme cMc-yBegomnenns o BBIMIPAIIIAX,
HEOBXOJIMMOCTU HOJYYEHU A KAKMX-JIMBO ITOCOBUH 1 nHoe.

BCE YKA3AHHBIE JEACTBUS COBEPIIAIOT MOIIIEHHUKH!




ByabTe 61uTEILHBI K CBOMM (DMHAHCAM M PACIIPOCTPAHEHHUIO MEPCOHATBHBIX
JTAHHBIX!

* CTAPAUTECb WU3BECATbH IUIATEXXEM B CETHM HHTEPHET IIOCPEJICTBOM CBOEN
BAHKOBCKOM KAPTBHI;

* HE OCYLIECTBJUIMTE IIOKYIIKM B CETM WHTEPHET HA IIOJO3PUTEJIBHBIX WU
HE3HAKOMBbIX CAMAX I1O «[TPUBJIEKATEJIbHBIM LIEHAM»;

* [IPEPBUTE PA3I'OBOP, ECJIM BAM 3BOHUT HEM3BECTHOE JIULIO 1 TOBOPUT C BAMU O
®HMHAHCAX, UIMEIOIIMNXCS BAHKOBCKUX KAPTAX;

* HE [IEPEXO/IUTE I10 [TOJIO3PUTEJIbHBIM CCHIJIKAM;

* HE IIEPEUUCJIINTE JIEHEXXHBIE CPEJICTBA HA DJIEKTPOHHBIE KOILIEJIBKU, He y6eauBIumch
B 6nar0Haz[e>1<Hocm I(OHTpal"eHTa;

* HE COOBILIAWTE HE3HAKOMbBIM mm MAJIOSHAKOMBIM JIMLIAM JIMYHBIE JAHHBIE,
KOTOpLIe B I[aJ'II:HefIIHeM MOFyT 6I)ITI) HNCITI0JIb30BaHbI BaM BO BpeI[.

PACCKAXHUTE OF YT'PO3E MOIIEHHUYECKHMX JENCTBUN CBOUM
BJIM3KUM!



